Investigation Protocol — Fraud & Financial Misconduct

Procedures for reporting and investigating suspected instances of fraud and financial
misconduct

1. Reporting

Individuals who reasonably suspect the occurrence of fraud or financial misconduct in the context of
the University's activities should report their concerns as soon as possible through the following
channels:

° via email to counterfraud@admin.ox.ac.uk

Where the individual wishing to make a report is a member of the University’s staff or an associated
person, they may also discuss their concerns with the following personnel:

their line manager;

their relevant local leadership including but not limited to Head of Administration and
Finance, Head of Department, HR Business Partner, Finance Manager, Divisional
Financial Controller etc.);

the Senior Counter Fraud Lead and Financial Compliance Manager;

the Head of Risk, Compliance and Assurance;

Financial Assurance Team; or

the Registrar.

Following discussions with the above personnel, where the suspicion of fraud or financial misconduct
remains it should then be reported directly to the Senior Counter Fraud Lead and Financial
Compliance Manager, via an email to counterfraud@admin.ox.ac.uk

Details on the protection and confidentiality available to any reports made through the University’s
whistleblowing process are included in the University’s Public Interest Disclosure (Whistleblowing)
Code of Practice.

Reports may be made anonymously but this may limit the ability of the University to undertake
investigations and provide feedback effectively. Further, where there is no documentary evidence
linking an anonymous person to the disclosure, any staff or associated persons, who submit a report
anonymously, may not qualify for the protections received as a whistleblower.

Reports submitted should include, to the extent known, the following information:

° a brief description of the alleged irregularity (including any detail available about the
potential monetary or reputational impacts);
any evidence that supports the allegations;
the identity of the individual(s) responsible; and
a description of the risks around potential further damage / loss and timescales for this —
including potential impacts on third parties as applicable.

In the case of complaints concerning a student or students, these reports will be reviewed by the
Proctor, instead of the Registrar.

Reference to the Registrar shall be taken to mean a Pro-Vice-Chancellor where the disclosure
involves the Registrar.

Any concerns regarding the financial or business decisions taken by the University, where these don’t
involve instances of suspected misconduct, should not be reported using the University’s
whistleblowing procedures, as described. Additional procedures have been determined by the
University to address these concerns and there is advice on how to raise an issue of concern on the
Council website.
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2. How reports will be handled

2.1 All reports will be treated as a disclosure under the University’s Public Interest Disclosure
(Whistleblowing) Code of Practice and will be brought to the attention of the Registrar and / or
Proctor.

Subjecting people who have reported reasonably held concerns or suspicions to any detriment will be
regarded as a disciplinary issue. Malicious or vexatious complaints may also result in disciplinary
action.

2.2 Triage and immediate incident response
On receipt, all reports will be processed through the University’'s triage process.

Depending on the topic, either the Head of Risk, Compliance and Assurance or the Senior Counter
Fraud Lead and Financial Compliance Manager will be the first to review all reports received via
counterfraud@admin.ox.ac.uk or compliance@admin.ox.ac.uk email accounts or from other relevant
parties (detailed in Section 1).

They will consult with a limited group of stakeholders as needed in order to:

e assess the potential scale and impact of the report;

e identify and manage any relevant stakeholders;

o identify the necessary regulatory and law enforcement reporting requirements to be
considered;

e where appropriate take initial steps to secure and review relevant evidence related to the
report, which may include email communications and other documentation; and

o where appropriate, take steps to prevent further risk to or loss of financial or other assets.

The stakeholders consulted will vary case-by-case but would typically include one or more of Legal
Services, relevant HAFs/HODs, the Proctors, Director of Purchasing, Deputy Chief Information
Officer, Head of Financial Processes, Systems and Assurance, Head of HR Policy, Director of
Technical Accounting and Reporting or Internal Audit.

For allegations of staff misconduct HR will be consulted (see “staff involvement and suspension”
below). For allegations of student misconduct, or where students are involved, the Proctors will be
consulted and, in line with policy, may then take over the review (see “student involvement” below).

An initial assessment will be performed to categorise the report as either low/medium risk cases or
high risk cases.

The criteria used for this initial assessment is consistent with those used by the University for its fraud
risk assessment, as detailed in Appendix 2 “Risk Assessment Criteria”.

2.3 Investigation

Low/medium risk cases

1. Mobilisation and planning

Further investigation into reports classified as low/medium risk will be managed by the Head of Risk,
Compliance and Assurance/Senior Counter Fraud Lead and Financial Compliance Manager, together
with the relevant key stakeholders.

As part of the initial assessment, the University will determine the independence and objectivity of
each stakeholder to identify any potential conflicts of interest. Where any actual or perceived conflicts
of interest are identified from this assessment, the University will ensure sufficient safeguards are put
in place to maintain the integrity of the investigation, including where necessary the appointment of
independent persons to oversee the investigation.
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2. Investigation

For low/medium risk reports, the investigation team will undertake necessary investigative
procedures, in line with the principles set out in Appendix 1. Such procedures may include:

e undertaking interviews with relevant stakeholders;
e securing and preserving evidence (i.e. electronic and hard copy data); and
e document review procedures.

3. Reporting and investigation response
On completion of the investigation:

e Relevant parties should be notified so as initiate or take appropriate action under appropriate
procedures e.g. HR for staff and Proctoral for students; and

e a written report will be provided to the Financial Misconduct Review Group on how the report
was dealt with and any action taken.

This report would be included as part of the termly reporting process and included in the Financial
Misconduct Register (see ‘Records’, below).

The Audit and Scrutiny Committee and the General Purposes Committee will be informed of the
number of low/medium risk cases and any additional details as deemed necessary.

Where, the results of the investigation identify new information which indicates that the case should
be escalated to a high risk investigation, a report will be provided to the Financial Misconduct Review
Group for their assessment. Where the Financial Misconduct Review Group conclude that the case
should be escalated to high risk, the investigation would follow the processes laid out in this policy.

See the “Final report” section of the principles in Appendix 1 for the content of the final report.

High risk cases

1. Mobilisation and planning

Where the Head of Risk, Compliance and Assurance/Senior Counter Fraud Lead and Financial
Compliance Manager assess the report to represent a high risk! they will request that the Registrar
convene the Financial Misconduct Review Group.

The Registrar will review the evidence presented. If the Registrar determines the case is actually
low/medium risk, the process for low/medium risk cases (as above) will be followed.

Where the Registrar determines that it is indeed a high risk case, the Financial Misconduct Review
Group (FMRG) will be convened. The FMRG comprises:

the Registrar;

the CFO;

the Director of Assurance;

the Director of Legal Services and General Counsel;

the Internal Auditor; and

representatives from the relevant division/department and HR as applicable.

1 Where the report is assessed as being possible, likely or almost certain to have a ‘moderate’, ‘major’ or
‘critical’ impact this is a ‘high’ risk case for the purposes of this document (see Appendix 2 for criteria).
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With the agreement of all other members of the Group, the officers named may send nominated
delegates on those occasions when they are unavailable to participate. Meetings may take place
either remotely or in person.

As part of the initial assessment, the University will determine the independence and objectivity of
each stakeholder to identify any potential conflicts of interest. Where any actual or perceived conflicts
of interest are identified from this assessment, the University will ensure sufficient safeguards are put
in place to maintain the integrity of the investigation. See Appendix 1 for further details of the policies
to be applied in this instance.

The FMRG will determine the necessary actions to be taken to initiate and execute the investigation;
including:

e who the investigation lead/support team should be and appropriate timeframes for reporting
back to the FMRG;

e notifying relevant authorities (i.e. regulatory bodies or law enforcement), in particular
considering:
o whether there are issues that should be referred to the appropriate funding body
under the terms of any grant to which the allegations relate;
o whether the incident should be reported to the OfS as a breach of the University's
conditions of registration; and
0 whether the matter should be reported to HMRC, SFO or other regulatory body.

e establishing and securing evidence necessary for criminal and disciplinary action based on
recommendations from the investigation team;

e taking any steps necessary to prevent further financial loss or other detriment based on
recommendations from the investigation team.

2. Investigation

Investigations will normally be carried out by the Internal Auditor or an alternative agreed by the
FMRG, taking account of appropriate professional practice, and any relevant guidance issued from
time to time by OfS, the Charity Commission or any other relevant regulatory body. The FMRG may
call upon the advice of any other person with specialist, technical or professional knowledge that may
be relevant to the case under consideration.

The process undertaken by the Investigation team will follow the principles set out in Appendix 1.

3. Reporting and investigation response

The FMRG will notify the Vice-Chancellor and the Chair of the Audit and Scrutiny Committee that a
matter has been referred to it for investigation under this procedure and will provide such further
confidential interim reports as are deemed necessary.

The investigator will prepare a written report of their investigation for submission to the FMRG.

The FMRG will be responsible for considering the findings, and notifying relevant parties so as initiate
or take appropriate action under appropriate procedures e.g. HR for staff and Proctoral for students,
and making recommendations to the Vice-Chancellor. The final report will be provided in strict
confidence to the Vice-Chancellor and to the Chair of the Audit and Scrutiny Committee. The Chair of
the Audit and Scrutiny Committee may, at their discretion, share the final report in strict confidence
with the Audit and Scrutiny Committee.

See the “Final report” section of the principles in Appendix 1 for the content of the final report. The
outcome of the review will be reported to the Registrar and included in the Register (see “Records”,
below).
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The additional principles on how any investigation must be conducted (whether for high risk reports or
medium/low risk reports) are included in Appendix 1.
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APPENDIX 1: PRINCIPLES FOR HANDLING CASES

Non-involvement in the investigation by those against whom allegations are made

Any person who is the subject of a report of financial misconduct must not be involved in the
corresponding investigation. If that person is the Head of Risk, Compliance and Assurance/Senior
Counter Fraud Lead and Financial Compliance Manager the Director of Assurance/CFO will propose
alternates. If that person is the Registrar the Vice Chancellor will propose an alternate to fulfil the
relevant role. If that person is any other member of the FMRG, the Registrar will propose an alternate.

Timings
Reports should be investigated, reporters responded to, and any remedial action required taken, as
quickly as is reasonably practical to do so.

In any case of high risk where immediate action is required, the Registrar or Director of Assurance
may take reasonable steps, within their power, as they deem necessary. Where such action is taken,
the Registrar or Director of Assurance as appropriate shall report their actions and reasoning to the
FMRG as soon as possible thereafter.

Confidentiality

The principle of the minimum number of people being informed of the case and investigation should
always be followed for confidentiality purposes and also to allow as efficient an investigation as
possible. All persons involved with the investigation must treat all information shared with them in
strict confidence. Where necessary, information will be transmitted in confidence to relevant
regulatory bodies. An unwarranted breach of confidence may be the subject of disciplinary action.

Suspicion of unlawful conduct

If at any point there is a suspicion that the conduct complained of includes unlawful conduct, the
appropriate professional advice will be secured immediately regarding the steps required to be taken
before proceeding further.

Police involvement
In all cases where the police are involved, the University reserves the right, where it would be
reasonable to do so, to proceed with its own disciplinary procedures and/or with civil proceedings.

Student involvement

In cases which involve or may involve students, the Proctors will be informed at the outset of the
investigation. If a student is the subject of an allegation of financial misconduct, this will be dealt with
by the Proctors under the disciplinary procedures applicable to students.

Staff involvement and suspension
Where an allegation of financial misconduct concerns a member of staff, University HR must be
consulted.

Subject to advice from HR, any member of staff suspected of financial misconduct may be suspended
(without deduction of pay) pending a full investigation. No one person, acting on his or her own
volition, may move to suspend a member of staff in such circumstances. The suspension of a
member of staff does not constitute a finding of misconduct against them. Any member of staff
suspended as a result of suspected financial misconduct will be informed of the reason for the
suspension.

Individuals suspended for suspected financial misconduct, and individuals suspended to enable a
proper investigation to be carried out, will normally be required to leave University premises
immediately and will be denied access to the University's IT facilities. During the period of any
suspension they will not be permitted to return to the premises, to make contact with staff or
witnesses, or to act on behalf of the University, unless given express permission to do so by the
relevant University authorities. Any infringement of this requirement may be treated as a disciplinary
offence. Suspended individuals will be signposted to appropriate sources of support.
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Involvement of associated persons
Allegations of financial misconduct by third parties acting on behalf of the University will be
investigated under these procedures.

Data protection

Data collected during the course of the investigation (including personal and special category data)
will be treated in line with Data Protection regulations.

Duty to notify OfS or other regulatory bodies of serious incidents

The University will notify OfS of any serious incidents of fraud, impropriety or financial misconduct as
required by the terms of OfS’s Conditions of Registration, and will likewise notify other relevant
regulatory bodies as required. Such reports are required to be made to all of the following:

- the chair of the University’s audit committee

- the chair of the University’s governing body

- the University's head of internal audit

- the external auditor

- the OfS at requlation@officeforstudents.org.uk

Records

The Registrar shall maintain a register (the ‘Register’) of all allegations of financial misconduct which
are reported within the University (except Oxford University Press and the independent colleges,
which maintain their own records), including those where there was found to be no case to answer or
where the case was not referred to the FMRG for investigation.

The Register will be maintained and will be available for inspection, subject to the requirements of the
UK General Data Protection Regulation and Data Protection Act 2018 and the Freedom of Information
Act 2000.

The Register shall specify the following, in an anonymised form, in relation to each case of financial
misconduct:

e what the suspected or actual incident was;

e whether the incident was suspected or actual,

e when the suspected or actual incident occurred;

e what the actual and/or potential impact of the incident on the University was/could have been;

e what inquiries were made and/or action was taken, including any reports to regulators or the
police;

e how any decision to terminate the investigation of the incident was made, and why;

e what policies and procedures were in place that applied to the incident, whether they were

followed, and if not, why;

e whether policies and procedures need to be introduced or revised, and if so, how and by
when;

e for ‘high risk cases’ the date that the final report was provided to the Vice-Chancellor and
Chair of the Audit and Scrutiny Committee and, if relevant, to the Audit and Scrutiny
Committee; and

e for ‘medium / low risk cases’ the date the final report was provided to the FMRG.

Final Reports
Final reports for both high risk cases and medium/low risk cases will contain:

a description of the allegations and the steps taken to investigate them;
a conclusion as to whether the allegations made had substance and if so the extent of any
adverse impact on the University;

e adescription of any steps taken in relation to the individual or individuals concerned together
with recommendations as to any disciplinary action;
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e the measures taken to minimise the risk of a recurrence; and
e any action needed to improve the University’s ability to respond to future incidents of financial
misconduct, which may include provision for a follow-up report within a specified time frame.

Communication with parties involved

Subject to the findings of the final report and agreement of recommended actions, the individual or
individuals involved will be informed of the outcome as soon as possible after its presentation to the
Vice-Chancellor and Chair of the Audit and Scrutiny Committee and, if relevant, to the Audit and
Scrutiny Committee.

The complainant will be informed in broad terms of the outcome of the investigation, having due
regard to the confidentiality of information relating to the individual or individuals accused and others
identified in the report.
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Appendix 2: Risk Assessment Criteria

LIKELIHOOD ASSESSMENT:
Select the likelihood of the assigned impact being felt in the current or next academic year.

Select the likelihood descriptor which is most suitable, taking into account the frequency and probability
guidance descriptions.

Example: It's likely that we could face a small fine because legislative changes have been suddenly announced
which we have not prepared for and the regulator has announced it will audit universities. This is not something
that could occur every 6 months (the same frequency rating as ‘likely’) but is still seen as being ‘likely’ to occur
in the current or next academic year. In this instance the probability description is more applicable to the risk
than the frequency description.

Please also note if a risk is ‘emerging'*

LIKELIHOOD 1 2 3 4
Descriptor Rare Unlikely Possible Likely Almost certain
May not occur | Could occur Could occur at
Could occur at
for several at least once | Could occur at least once
Frequency ) ; least once per
years (i.e. inab year least once a year | every 6
. month
more than 5) period months
1-10% 11 - 24% 25 - 50% 51 - 85% >85%
- Could only
Probability occur in Unlikely to Reasonable . More likely to occur
: chance of Likely to occur
exceptional occur ) than not
; occurring
circumstances

Arisk is emerging if it is ‘rare’ or ‘unlikely’ to have an impact of level 4 or 5 in the current or
next academic year, but IS ‘possible’, ‘likely’ or ‘almost certain’ to have that level of impact
in the 3 - 5 years after that based on the existing controls.

For example:

For 2019/20 and 2020/21 the risk that we are non-compliant with X tax legislation with a
resulting impact of the stipulated 2% of revenue fines is unlikely because the government
has granted a grace period of 18 months for implementation. However, in 2021/22 that law
will come into full force and the government have advised that they are likely to audit higher
education institutions and we have not got a programme in place to get prepared for this.
Therefore, based on our current controls, in 2021/22 -or the 2 years after it is likely that we
may face a level 4 or 5 impact.

*Emerging
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IMPACT ASSESSMENT:

Select the impact descriptor which is most realistic, taking into account likelihood of occurring in current or next

academic year.

Where you have more than one potential impact criteria (e.g. reputational impact at ‘critical’ and strategic objectives
at 'minor') select the higher result (‘critical’).

The impact should be assessed from the perspective of the unit completing the risk assessment (e.g. the budgeted
income for the department, if the department is completing the assessment, and the impact on the department’s

strategic objectives).

0>V

Loss of credibility

Financial
impacts :
. losses Reputational Service delivery St_rategm
Descriptor . . i : objectives
(including impacts impacts X
3 impacts
fines) or loss
of income of:
Critical activity or
service failure (e.g.
key technology
service unavailable
for > 2 weeks)
A very serious issue, Total loss of
the impact of which service for >3 days
could: , at one or more
- Widespread loss -
- cause critical . buildings
. - of confidence and
financial damage calls for senior
across the University, | £6m + OR dismissals Serious decline /
or >20% of the ' impact on More than three
- cause critical unit in performance strategic objectives

© . . T S
© reputational damage | question’s indicators or significantly
= X 4 ; & stakeholder : :
= across the University, | operating . academic quality adversely affected
© or budget withdrawal. standards (unlikely to be
- have a critical (whichever is . achieved)
; . Sustained . :
impact on service greater) . Critical project
: adverse national )
delivery, or . . failure
- critically constrain and !nternauonal
the University’s media coverage. Critical forced re-
ability to achieve prioritisation of
strategic objectives resources and / or
priorities
Serious adverse
outcome of
inspection or
assessment.
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A serious issue, the
impact of which
could:

- cause major
financial or

A number of
serious
complaints from
the public, with
potential for
government to
investigate.

Major impact on

Serious disruption
to core service /
activity (e.g. key
technology service
unavailable for 1 -
2 weeks)

Total loss of
service for 1 - 3
days at one or
more buildings

reputational damage | £1m -4.9m community
across the University, | OR standmg and Notable decline / TWo - three
or 15% - 19% of | serious concerns | . . L
. o - Impact on strategic objectives
5 - cause major the unit in raised by key C
o . S performance significantly
T reputational damage | question’s stakeholders. Co
= s . indicators or adversely affected
across the University, | operating . : )
. academic quality (unlikely to be
or budget On-going adverse .
. . . . . standards achieved)
- have a major (whichever is national media
impact on service greater) coverage with Material threat to a
delivery, or short-term . )
. . ; . major project
- majorly constrain international
the University’s coverage. :
. ’ Requirement to re-
ability to achieve rioritise sorme
strategic objectives Frauds >£25,000 | P "
. resources/priorities
(considered by in the short-term
OfS 'significant'
and requinng Adverse outcome
reporting) . .
of inspection or
assessment
Disruption to core
An issue whose service / activity
impact could: Some serious (e.g. key
- cause moderate complaints from technology service
financial or the public with the | unavailable for 1 -5
reputational damage potential for a days)
across the University, | £500k — 999k | moderate impact
or OR on community Recoverable One stratedic
@ - cause moderate 10% - 14% of | standing. impact on obiective 9
© reputational damage | the unit in On-going adverse | performance i Jnificantl
@ across the University, | question’s regional media indicators or 9 y
° : . . adversely affected
or operating coverage and academic quality :
= (unlikely to be
- have a moderate budget short-term standards .
. ) . : e achieved)
impact on service (whichever is criticism in
delivery, or greater) national press, Moderate threat to
- moderately though very a major project
constrain the limited
University’s ability to international Remedial action
achieve strategic coverage. required from
objectives inspection or audit
reports
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An issue whose
impact might:

- result in minor
financial damage
across the University,
or

- result in minor
reputational damage

£100 - 499K
OR
5 - 9% of the

Some local
complaints and
on-going adverse

Minor disruption to
core service /
activity (e.g. key
technology service
unavailable for <24
hours)

Minor impact on
performance

or

- or which might
reduce the
University’s ability to
achieve strategic
objectives to an
insignificant degree.

but no public
concern.

impact on service
delivery.

5 across the University, | unitin local press indicators or Several strategic
k= or question’s coverage. academic qualit objectives
= - have a minor operating standards %ut n())/ adversely affected

impact on service budget Limited Impact on L

: . . . significant

delivery, or (whichever is community mitiaation required

- or which might greater) standing. 9 q

reduce the Minor

University’s ability to imorovements

achieve strategic re puire d from

objectives to a minor requirec di

degree inspections or audit

' reports.

An issue whose

impact might:

- resultin

insignificant

financial damage

across the University, One off criticism _

or in local press / Isolated service

- result in <£100K OR local complaint. disruption but no

insignificant <50 of the core services or
= reputational damage unit in No impact on activities affected
© across the University, estion’s commllamit No strategic
= or g eratin standin y Localised, short- objectives
'?, - have an bﬂd ot 9 9 term issue which adversely affected
c insignificant impact 9 . . can be resolved

: . (whichever is Potentially some ; e
on service delivery, . with negligible
greater) public awareness
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